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A Few Advanced 
Network Topics
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Introduction

• Python provides a variety of libraries for 
simplifying network programming

• urllib

• xmlrpc

• SocketServer

• Many others

• However, there are some tricky issues
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Overview

• Topics covered

• Advanced urllib (HTTP)

• SSL/crypto

• A stepping stone for further work
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urllib Module

• Provide client access to web services

4

>>> from urllib import urlopen
>>> u = urlopen("http://download.finance.yahoo.com/d/
quotes.csv?s=IBM&f=sl1")
>>> data = u.read()
>>>

• Supports HTTP, HTTPS, and FTP
u = urllib.urlopen("http://www.foo.com")
u = urllib.urlopen("https://www.foo.com/private")
u = urllib.urlopen("ftp://ftp.foo.com/README")
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HTML Forms

• urllib can submit form data
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• Example HTML source for the form
<FORM ACTION="/subscribe" METHOD="POST">
Your name: <INPUT type="text" name="name" size="30"><br>
Your email: <INPUT type="text" name="email" size="30"><br>
<INPUT type="submit" name="submit-button" value="Subscribe">
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HTML Forms
• Within the form, you will find an action and 

named parameters for the form fields
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<FORM ACTION="/subscribe" METHOD="POST">
Your name: <INPUT type="text" name="name" size="30"><br>
Your email: <INPUT type="text" name="email" size="30"><br>
<INPUT type="submit" name="submit-button" value="Subscribe">

• Action (a URL)
http://somedomain.com/subscribe

• Parameters:
name
email
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Parameter Encoding
• urllib.urlencode()

• Takes a dictionary of fields and creates a 
URL-encoded string of parameters
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fields = {
   'name' : 'Dave',
   'email' : 'dave@dabeaz.com' 
}

parms = urllib.urlencode(fields)

• Sample result
>>> parms
'name=Dave&email=dave%40dabeaz.com'
>>>
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Sending Parameters
• Case 1 : GET Requests
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fields = { ... }
parms = urllib.urlencode(fields)
u = urllib.urlopen("http://somedomain.com/subscribe?"+parms)     

<FORM ACTION="/subscribe" METHOD="GET">
Your name: <INPUT type="text" name="name" size="30"><br>
Your email: <INPUT type="text" name="email" size="30"><br>
<INPUT type="submit" name="submit-button" value="Subscribe">

• Example code:

http://somedomain.com/subscribe?name=Dave&email=dave%40dabeaz.com

You create a long URL by concatenating 
the request with the parameters
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Sending Parameters
• Case 2 : POST Requests
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fields = { ... }
parms = urllib.urlencode(fields)
u = urllib.urlopen("http://somedomain.com/subscribe", parms)     

<FORM ACTION="/subscribe" METHOD="POST">
Your name: <INPUT type="text" name="name" size="30"><br>
Your email: <INPUT type="text" name="email" size="30"><br>
<INPUT type="submit" name="submit-button" value="Subscribe">

• Example code:

POST /subscribe HTTP/1.0
...
name=Dave&email=dave%40dabeaz.com

Parameters get uploaded separately 
as part of the request body
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Web Services

• The technique used for forms also applies more 
generally to various web services

• Example : Maps, stock quotes, etc.

• Example : REST-based APIs

• Can issue GET/POST requests with encoded 
request parameters
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urllib Limitations

• Does not support cookies

• Does not support authentication

• Does not report HTTP errors gracefully

• Only supports GET/POST requests

11
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urllib2 Module

• urllib2 - The sequel to urllib

• Builds upon and expands urllib

• Can interact with servers that require 
cookies, passwords, and other details

• Is the preferred library for modern code

12
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urllib2 Example

• urllib2 provides urlopen() as before

13

>>> import urllib2
>>> u = urllib2.urlopen("http://www.python.org/index.html")
>>> data = u.read()
>>>

• However, the module expands functionality 
in two primary areas

• Requests

• Openers
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urllib2 Requests

• Requests are now objects
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>>> r = urllib2.Request("http://www.python.org")
>>> u = urllib2.urlopen(r)
>>> data = u.read()

• Requests can have additional attributes added

• User data (for POST requests)

• Customized HTTP headers
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Requests with Data

• Create a POST request with user data
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data = {
   'name' : 'dave',
   'email' : 'dave@dabeaz.com'
}

r = urllib2.Request("http://somedomain.com/subscribe",
                     urllib.urlencode(data))
u = urllib2.urlopen(r)
response = u.read()

• Note : You still use urllib.urlencode() from the 
original urllib library
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Request Headers
• Adding/Modifying client HTTP headers

16

headers = {
   'User-Agent' : 'Mozilla/4.0 (compatible; MSIE 7.0; 
Windows NT 5.1; .NET CLR 2.0.50727)'
}

r = urllib2.Request("http://somedomain.com/",
                     headers=headers)
u = urllib2.urlopen(r)
response = u.read()

• This can be used if you need to emulate a 
specific client (e.g., Internet Explorer, etc.)



Copyright (C) 2010,  http://www.dabeaz.com 2-

urllib2 Openers

• The function urlopen() is an "opener"

• It knows how to open a connection, interact 
with the server, and return a response.

• It only has a few basic features---it does not 
know how to deal with cookies and passwords

• However, you can make your own opener 
objects with these features enabled

17
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urllib2 build_opener()
• build_opener() makes an custom opener
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# Make a URL opener with cookie support
opener = urllib2.build_opener(
            urllib2.HTTPCookieProcessor()
)
u = opener.open("http://www.python.org/index.html")

• Can add a set of new features from this list
CacheFTPHandler
HTTPBasicAuthHandler
HTTPCookieProcessor
HTTPDigestAuthHandler
ProxyHandler
ProxyBasicAuthHandler
ProxyDigestAuthHandler



Copyright (C) 2010,  http://www.dabeaz.com 2-

Example : Login Cookies
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fields = {
    'txtUsername' : 'dave',
    'txtPassword' : '12345',
    'submit_login' : 'Log In'
}
opener = urllib2.build_opener(
            urllib2.HTTPCookieProcessor()
         )
request = urllib2.Request(
      "http://somedomain.com/login.asp",
      urllib.urlencode(fields))

# Login
u = opener.open(request)
resp = u.read()

# Get a page, but use cookies returned by initial login
u = opener.open("http://somedomain.com/private.asp")
resp = u.read()
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Commentary

• Expanding urllib2 with new "openers" is 
one technique used for getting Python to 
interact with more advanced HTTP-based 
services

• Examples

• Adding support for uploads

• Presenting SSL client certificates

20
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SSL

• Python provides low-level support for SSL 
(Secure Sockets Layer)

• Built on OpenSSL library

• Provided by ssl module

• http://docs.python.org/library/ssl

21
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SSL Client Connection

22

import socket
import ssl

KEYFILE = "clientkey.pem"   # Client's private key
CERTFILE = "clientcert.crt" # Client's certificate
CA_CERTS = "ca.crt"         # CA certificate

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((hostname,port))
ssl_s = ssl.wrap_socket(s,
                        keyfile=KEYFILE,
                        certfile=CERTFILE,
                        cert_reqs=ssl.CERT_REQUIRED,
                        ca_certs=CA_CERTS) 

# Use ssl_s as a socket
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SSL Server Connection

23

import socket,ssl

KEYFILE = "servkey.pem"    # Server's private key
CERTFILE = "servcert.crt"  # Server's certificate
CA_CERTS = "ca.crt"        # CA certificate

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.bind((hostname,port))
s.listen(1)
while True:
   client,addr = s.accept()
   try:
       client_ssl = ssl.wrap_socket(client, 
                         keyfile=KEYFILE, 
                         certfile=CERTFILE, 
                         server_side=True,
                         cert_reqs=ssl.CERT_REQUIRED,
                         ca_certs=CA_CERTS)
       # Use client_ssl as a socket
   except Exception as e:
       print "Failed: %s" % e
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SSL Setup

• Biggest challenge for SSL is the preliminary 
setup of keys, certificates, and certificate 
authorities

• Not Python related, but will illustrate

24
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Public/Private Keys

• Connection endpoints in SSL are identified 
by a public/private key-pair (RSA)

• Can generate with ssh-keygen

25

bash % ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/
beazley/.ssh/id_rsa): mykey_rsa
Enter passphrase (empty for no passphrase): 
Enter same passphrase again: 
Your identification has been saved in mykey_rsa.
Your public key has been saved in mykey_rsa.pub.
bash % 
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Example Key-File (PEM)

26

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----
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Certificates

• To authenticate, keys must be signed by a 
trusted certificate authority (e.g., verisign, 
equifax, etc.)

• You first make a certificate request

27

bash % openssl req -new -key mykey_rsa -out mycert.csr

• Submit to a certificate authority (with $$)

• Will eventually receive a signed certificate
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Example Certificate (PEM)

28

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Keys and Certificates

• Both the private-key and certificate files are 
supplied when setting up the socket

29

KEYFILE = "mykey_rsa.pem"
CERTFILE = "mycert.crt"
ssl_s = ssl.wrap_socket(s,
                        keyfile=KEYFILE,
                        certfile=CERTFILE,
                        ...)

• Note: private key is not transmitted

• Note: may not be necessary if the other 
endpoint doesn't request a certificate
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Certificate Authorities

• To authenticate certificates, you need the 
certificate of the certificate authority

• Can be downloaded from various CAs

• Usually included in web browsers

• You must provide it if you want validation

30
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Example CA Cert File

31

GTE CyberTrust Global Root
==========================
-----BEGIN CERTIFICATE-----
MIICWjCCAcMCAgGlMA0GCSqGSIb3DQEBBAUAMHUxCzAJBgNVBAYTAlVTMRgwFgYDVQQKEw9HVEUg
Q29ycG9yYXRpb24xJzAlBgNVBAsTHkdURSBDeWJlclRydXN0IFNvbHV0aW9ucywgSW5jLjEjMCEG
...
NMQkpw0PlZPvy5TYnh+dXIVtx6quTx8itc2VrbqnzPmrC3p/
-----END CERTIFICATE-----

Digital Signature Trust Co. Global CA 1
=======================================
-----BEGIN CERTIFICATE-----
MIIDKTCCApKgAwIBAgIENnAVljANBgkqhkiG9w0BAQUFADBGMQswCQYDVQQGEwJVUzEkMCIGA1UE
ChMbRGlnaXRhbCBTaWduYXR1cmUgVHJ1c3QgQ28uMREwDwYDVQQLEwhEU1RDQSBFMTAeFw05ODEy
...
RbyhkwS7hp86W0N6w4pl
-----END CERTIFICATE-----

... continues ...
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Certificate Validation
• Example of certificate validation

32

CA_CERT = "ca_certs.pem"
...
ssl_s = ssl.wrap_socket(s,
                        keyfile=KEYFILE,
                        certfile=CERTFILE,
                        cert_reqs=ssl.CERT_REQUIRED,
                        ca_certs=CA_CERT,
                        ...
)

• Generates an error if the other other end of the 
connection provides a certificate that can't be 
validated by entries in the ca_certs file
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SSL Commentary

• SSL support in Python is extremely low-level

• Operates at the level of sockets

• Only partially supported elsewhere (e.g., urllib, 
servers, etc.)

• To incorporate it elsewhere, you subclass

33
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Example : SSL-XMLRPC

34

class SSLSimpleXMLRPCServer(SimpleXMLRPCServer):
    def get_request(self):
        client, addr = SimpleXMLRPCServer.get_request(self)
            # Wrap the client in an SSL layer
            client_ssl = ssl.wrap_socket(client, 
                                   keyfile=KEYFILE, 
                                   certfile=CERTFILE, 
                                   server_side=True, 
                                   cert_reqs=ssl.CERT_REQUIRED,
                                   ca_certs=CA_CERTS)
            return client_ssl, addr

serv = SSLSimpleXMLRPCServer(("",15000))
serv.register_function(foo)
serv.serve_forever()
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Example : SSL-urllib

35

import urllib2, httplib
class HTTPSClientAuthHandler(urllib2.HTTPSHandler):
    def __init__(self, key, cert):
        urllib2.HTTPSHandler.__init__(self)
        self.key = key
        self.cert = cert

    def https_open(self, req):
        return self.do_open(self.getConnection, req)

    def getConnection(self, host, timeout=300):
        return httplib.HTTPSConnection(host, 
                                       key_file=self.key, 
                                       cert_file=self.cert)

opener = urllib2.build_opener(
                      HTTPSClientAuthHandler(KEYFILE, CERTFILE))
response = opener.open("https://somehost.com/index.html")
print response.read()
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Other Crypto Features

• No real cryptographic support built-in

• There are some libraries for hashing however

• hashlib, hmac

36
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hashlib module

• Support for MD5, SHA hashing

• Example:

37

>>> import hashlib
>>> digest = hashlib.sha256()
>>> digest.update("some data")
>>> digest.update("more data")
>>> digest.hexdigest()
'dc21329ae1173d5d13046561fa7c7c60ed598a6d666e29c7c61bbbd4b8c77088'
>>>
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More Information

• There are third-party add-ons that do more

• pycrypto (Cryptography)

• pyopenssl (more OpenSSL support)

38
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Example Code

• See "PythonClass/Solutions/ssl"
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